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About the Sybase ASE APM

As Sybase™ storage environments experience rapid growth, so has the
importance of data management and storage. The increasing size and number of
Sybase ASE applications brings to the forefront the need for a storage
management solution that protects important corporate assets while keeping the
Sybase application running and available. The Sybase ASE Application Plugin
Module (Sybase ASE APM) for NetVault provides a high performance, reliable
and easy-to-use Sybase-specific backup and restoration solution for protecting
corporate data. The Sybase ASE APM for NetVault increases application
availability by providing fast, online backup of databases for UNIX, Linux, and
Windows environments. The main features included in the APM are described in
the following list:

m Hot Backup: With the NetVault Sybase ASE APM, user databases remain
online and fully accessible during backup operations, minimizing downtime.

m Supports Multiple Database Servers Operating on One Machine: The
Sybase ASE APM allows backup or restore operations to be applied to any
or all available Sybase ASE servers.

m Selectable Database Backup Operations: With the easy to use, point and
click Sybase-specific user interface, administrators can select precisely what
needs to be backed up or restored. If the database server node is opened, an
administrator may select specific items from a list of databases, with a simple
mouse click.

m Multiple Backup Modes: The Sybase ASE APM supports full backups and
transaction log backups.

m |Logs Sybase ASE Error Messages: The Sybase ASE software records all
messages to private log files. During backup and recovery operations,
NetVault intercepts log messages related to the current job and sends a copy
to the NetVault log so they can be displayed with other NetVault job
messages.

Target Audience

Sybase DBA skills are not generally required for routine backup operations.
However, initial configuration and recovery operations may require DBA
experience.
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SY.1.0

SY.1.1

SY.1l.1.a

Installing the Sybase ASE APM

Installed via the Client Management window of NetVault, an installation
environment for the Sybase ASE APM can be set up in one of two ways,
depending on various factors including hardware availability and each system’s
overall resources:

m  Server-Only Environment - In this environment, the NetVault Server and the
Sybase database server software are installed on the same machine. This
configuration allows the NetVault Server to act as a client to itself and backup
Sybase data locally.

< Benefit - Less hardware is required. (Only a single server machine is
required to house both pieces of software.)

< Drawback - Having both software items on the system may dramatically
impact system resources. A high-end machine is required.

m Client-Server Environment - In this environment, the machine acting as the
NetVault Server is an entirely different machine than the one acting as the
Sybase Adaptive Server.

< Benefit - There is less impact on both machines in use, so more
resources are available for other operations, or lower-end machines may
be used for each purpose. Also, additional Sybase Adaptive Servers can
be easily added as need arises.

< Drawback - Additional hardware is required.

Installation Synopsis: Installation Environments

This section offers a synopsis of what is necessary to establish either of the above
mentioned installation environments.

Server-Only Environment

A server-only environment allows
for one machine to serve as the
NetVault Server machine and Software Installed:

Sybase Adaptive Server machine. |m Sybase Adaptive Server Software
The table gives a brief outline of m  NetVault Server Software

the software requirements m Sybase Backup Server Software
necessary to create this type of m  Sybase ASE APM

environment.

NetVault/Sybase Server
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SY.1.1.b | Client-Server Environment

A client-server environment is one in which the NetVault Server and the Sybase
Adaptive Server are two different machines, with the Sybase server acting as a
client to the NetVault Server. The table that follows gives a brief outline of the
software and configuration necessary to create this type of environment.

Network Connection /\

Sybase Adaptive Server Machine | NetVault Server Machine

Software Installed/Configured Software Installed/Configured

m  NetVault Server/Client Software m  NetVault Server Software Installed
Installed m Sybase ASE APM Installed

m  Sybase Backup Server Software m  Sybase Server machine added as a
Installed Client (via the Client Management

m  Sybase Database Server Software window)
Installed

m  Sybase Open Client Runtime Soft-
ware Installed

m  Sybase ASE APM Installed

Important:

1. The Sybase ASE APM cannot successfully back up data from a client machine whose
NetVault name contains a hyphen (e.g., “-"). Any NetVault machine named in this manner
must have NetVault re-installed and a new name given to it, without a hyphen, in order to
be a target of a Sybase ASE APM backup.

2. When many database servers and/or applications are running, more physical memory, as
well as a higher shared memory setting, may be required.
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SY.1.2 | Pre-Installation Requirements

Pre-installation requirements vary based on the desired installation environment.
The following sections offer details on these requirements.

Before installing the Sybase ASE APM to the target machine, make sure the
following software is installed and configured, and that the following hardware
requirements are met:

m Sybase Adaptive Server (installed on the NetVault machine containing the
Sybase ASE APM)
m  Minimum of 128 Mb of Physical Memory

SY.1.2.a  Server-Only Environment

The following software must be successfully installed on the machine before the
Sybase ASE APM is installed:

m Sybase Database Server Software

m Sybase Open Client Runtime Software
m Sybase Backup Server Software
|

NetVault Server Software - Ensure that the Server version of NetVault is
properly installed on the machine.

SY.1.2.b | Client-Server Environment
The Sybase Adaptive Server Machine

The following software must be successfully installed on the machine before
the Sybase ASE APM is installed:

m Sybase Database Server Software

m Sybase Open Client Runtime Software
m Sybase Backup Server Software
n

NetVault Client/Server Software - Ensure that at least the Client version
of NetVault is properly installed on this machine.

The NetVault Server Machine

m NetVault Server Software Installed - Ensure that the server version of
NetVault is properly installed and running on this machine.

m The Sybase Adaptive Server Machine Must be Added to the NetVault
Server for Access - Once NetVault (Client or Server) has been
successfully installed on the Sybase Adaptive Server machine, it is
necessary to add it as a client to the NetVault Server. This will allow for
the NetVault Server to access it for a backup/recovery. This is
accomplished via the Client Management window of the NetVault GUI.
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NetVault Administrator’s Guide.

Important: For complete details on adding clients to the NetVault Server, please see the

SY.1.3 | Installation Procedure
e cien | L From the machine JR[=T
Management acting as the NetVault  “m e
window of Server, open the
Netvault NetVault Client . Server Selection |NETVAULT_SEF!VEF! j h'NEﬂfaull
Man .ag.ement er}dow Clients Available Netault Machines
by clicking the Client TS NETVALLT_SERVER = bakbone-dpkgast i‘
Management button B cBASE T;FF'”T =1 Bi
roperties Bi.bakbone.com
on the NetVault GUI oiis brandorp
(or select Client Check Access caliv
Manaaement from Install Licence Key codB7058-a
9 .. . Install Software chapp
the AdmInIStl’atlon Pemove Software Colorado j
pull-down menu). Sometdh
R R Fird Mebt a0k b arhine
2. Right-click on the
desired machine in the Clients window and select Install Software from the
pop-up menu.
3. Navigate to the location of the “.npk” installation file (e.g., the NetVault APM
Installation CD or the directory where it was downloaded). Select the file
(e.g., sybxxxx.npk) and click on Open to proceed.
Important:

1. Based on the operating system being used, the directory path for this installation software
may vary, but the file required for this process should be entitled “sybxxxx.npk” (where
“XXxx” represents various software platforms and version numbers).

2. To install this software on a remote client via the NetVault Server, the Client must first be
successfully added. For complete details on adding a Client to the NetVault Server, please
see the NetVault Administrator’s Guide.

Figure EX-2:
The dialog box
launched upon

4. The installation process will occur
automatically and once it has completed, a

{ Install Software =1al x|

Installed Software Succeszfully

the successful successful installation message will appear P
installation of . )

the Sybase in the Install Software dialog box. —

ASE APM 5. The APM is now installed. [m

Important: For accessing the Sybase libraries, the Sybase ASE APM requires the
following environment variable to be set post-installation on a UNIX/Linux based operating

system.

LD_LIBRARY_PATH = <path to Sybase installation>/lib
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SY.1.4

Figure EX-3:
The Remove
Software
window with
the Sybase
ASE APM
selected for
removal

Figure EX-4:
The two dialog
boxes that
appear during
the removal
process for the
Sybase ASE
APM

Removing the Sybase ASE APM

1. From the machine

‘Remove Software

acting as the NetVault

D ezcription | |nztalled

Server, open the Virtual disk device manager 14:400 28 Aug 2001

i Conzolidate File System B ackupz Plugin. 1067 31 Aug 2001

NetVault Client i Data Copy Plugin. 1067 31 Aug 2001

Management window Mefault D atabases Plugin. For backup and restore of the Me... 10:57 31 Aug 2000

g

s . Faw device plugin. 1057 3 Aug 200

by clicking the Client File Spster 1057 31 Aug 2001

Management button Sy S0L 5 153313 Sep 2001
on the NetVault GUI E— |

(or select Client
Management from the
Administration pull-down menu).

Right-click on the NetVault Server in the Clients window and select Remove
Software from the pop-up menu.

In the Remove Software window, select _ o x|
the Sybase SQL Server item from the list )

and click the Remove button.

Are pou sure you wish to remove

Spbase SOL Server
A dlglog l_)ox will appear asking for ok | [ Coreel |
confirmation of the remove command. B _ox
Click OK to proceed (Or Cancel to abort). Software successfully removed
—

Clicking OK results in the removal of the
software and a confirmation message will
appear. Click OK to close this dialog box
and return to the Client Management
window.
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SY.2.0 | Configuring the Sybase ASE APM

SY.2.1  Pre-Configuration

With the Sybase ASE APM installed and just prior to configuring the database
environment through the NetVault GUI, it is necessary to ensure that the Sybase
server is up and running. To verify this, perform the following steps.

SY.2.1.a | Verifying the Sybase Server Status

1. Initiate a terminal session on the Sybase server.

2. Navigate to the directory containing the Sybase “showserver” utility. For
example, in an environment running Sybase ASE version 12.5, this utility
would reside in the following sub-directory of the Sybase installation directory
(i.e., where “...” represents the path to the Sybase installation):

.../JASE-12 5/install/

3. From the command prompt, issue the command showserver. In the example
that follows, the database server has been given the name “rlgsw14”.

Figure EX-5:
The
showserver rlgswl14# showserver
command is UIDPIDPPIDCSTIMETTYTIMECMD
applied to the
database sybase344343013:48:24pts/20:00/opt/sybase/bin/backupser
r|gssf,;\{if ver -SSYB_BACKUP -e/opt/sybase/install

sybase338337013:48:08?0:03/opt/sybase/bin/dataserver

If the “-s” argument for the dataserver does not appear at the beginning of
the argument (e.g., “r -srlgsw14...”, as shown in the final line of the example
above), NetVault will not be able to look up the server name. If this is the
case, edit the Sybase initialization file as described in the following step and
reboot the server.
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Figurgfﬁfi 4. Edit the content of
I e . “
content of the file RUN__<server # Ibin/sh
RUN_<server name>" file so that 4
“ame(zfge NetVault can _
RUN_rigsw14) successfully locate # Adaptive Server name: rigsw14

as shown in the database server # Master device path: /opt/sybase/master.dat

hi [

{his example name from the # Error log path: /opt/sybase/install/rigsw14.log
[dataserver] _ # Directory for shared memory files: /opt/sybase
corr?‘ma’l,nd by adding # lopt/sybase/bin/dataserver
the “-s” argument. N
This file should be -srlgsw14 < Note: This Line was Added Here
located as follows: -d/opt/sybase/master.dat
$SYBASE/install/ -e/opt/sybase/install/rigsw14.log

By doing so, the -M/opt/sybase

command will output
the [-s] argument
information first.

SY.2.1.b | Setting the Administrator’'s Password

Figure EX-7: | The Sybase administrator’s password must

sp_passw-g;s not be set to a "null” value (i.e., an actual #isql-Usa-P-Sbakbone
commandis | value must exist). In the example at left, 1>sp_password NULL,NetVault,sa
fo"owedegztf:g syntax is used to create a password for the |

password, | account “sa”, which currently has no
followed by thz password (it is set to the null value). The
new passwort .
(Netvauly and | P@ssword will be changed to Ne_tVauIt. The
finally the user | user can select any password (i.e., the

password does not have to be “NetVault”).

3>exit
#isqgl-Usa-PNetVault-Sbakbone

SY.2.1.c | Working with NetVault Encryption Functionality

If NetVault's Encryption functionality has been enabled to protect data during
backup and restore operations, one of the the following procedures must be
followed to allow for successful backup and restore:

Important: If one of the following procedures is not used, and encryption functionality is
enabled, any Sybase APM job will fail and an error message will be revealed.

Method 1: Change Read/Write Permissions

Proper permissions can be granted to a specific NetVault directory to allow for
encrypted backups and restores. Perform these steps to accomplish this:

1. Initiate a terminal session on the Sybase Server
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[T 1]

2. Navigate to the following directory (i.e., where “...” refers to the complete
path to the installation on the machine):

...\netvault\db\bkI
3. Initiate the following command to change the permissions on this directory
and allow for encrypted backups and restores:
chmod o+rwx bkl

Method 2: Disable Encryption

With the Encryption functionality disabled, no encryption will occur during
backup and restore, but this error will not occur.
1. Access the Sybase Server machine and launch the NetVault Configurator.
2. Locate the Encryption tab and click on it to access its functionality.
3. Ensure that the Use Secure Encyption on this Client option is disabled
(i.e., “unchecked”).

4. Click on the Apply button, followed by the OK button. This will confirm the
setting and close the Configurator.

Important:

1. Disabling NetVault Encryption applies to the use of all NetVault APMs and Plugins. Once
disabled on the Sybase Server, no NetVault backups of this machine will be encrypted.

2. If previous backups were performed of the Sybase Server machine with Encryption
enabled (i.e., with a different NetVault Plugin or APM), the Encryption functionality must be
re-enabled before a restore of these backups can be performed.

SY.2.2 | Configuring the APM in the NetVault GUI

To successfully configure the Sybase ASE APM for use in a Sybase database
environment, follow these steps:

1. From the NetVault Server, launch the Backup window by clicking either of the
Backup buttons from the main GUI (or by selecting the Backup command
from the Operations pull-down menu).

2. Locate the NetVault Client machine that is acting as the Sybase Server.

Right-click on it and choose Open from the pop-up menu (or double-click on
this client) to display a list of APM/plugins installed on this machine.
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Fi EX-8: i -cli
Ohene | o Rightclick on the Sybase

Configure SQL Server and choose the  Fie veu ccept Help

command is Configure command from 0 |Eh|| B |
selected from the pop-up menu =

the pop-up ’ ) ; -

. . . 5 Select WETWAULT_SERVER ~ Job Title |Mo Tith

menu,the | 4. The Configure dialog boxwill =~ I = i [No e

dla(lf)c;ntf)lg:rlz appear with the fo”owing Selections |Backup Dptionsl Schedulel Targetl Advanced Options
made options:
available SYBASE_SERVER

m Sybase Installation R
Directory - In this field,
input the exact path to the

i H i Raw Device
local installation of the ) oybase 0L Semver
Sybase Server software Open

» Sybase SYBASE_OCS
(Sybase ver. 12.x ONLY) Sybase QL Server Help
- Input the name of the
sub-directory contained in
the Sybase installation directory which houses Sybase library files (e.qg.,
files such as “libinsck”, and “libtli"). This directory title will vary, based

on the version of Sybase in use:

< Sybase ver. 11.0 - Leave blank if using this version of Sybase
% Sybasever. 12.0 - “OCS-12_0"

< Sybasever.12.5-“0CS-12_5"

m Sybase SYBASE_ASE (Sybase ver. 12.x ONLY) - Input the name of the
sub-directory contained in the Sybase installation directory which houses
the scripts used to run the Sybase service. This directory title will vary,
based on the version of Sybase in use:
< Sybase ver. 11.0 - Leave blank if using this version of Sybase
< Sybasever.12.0 - “ASE-12_0"
< Sybasever.12.5-"“ASE-12 5"

m Default Account Name - Enter the appropriate account name in this field.
(This information should be obtained from the Sybase DBA).

m Sybase Severity to become a NetVault Error Message - Set the
severity level in this box to filter Sybase error messages. The higher the
value, the more likely that NetVault will record these items in the logs. For
example, if the severity level is set to nine, any Sybase errors with a
severity level of 10 or greater would not be displayed.

m Sybase Timeout uses by the Client Library APIs - Set the Sybase
timeout period (in milliseconds) in this box. The Client Library APIs will
timeout after the interval specified here.

Congolidate Incremental backups
Data Copy

Filz System

| Metault D atabases

P
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Important: For Sybase Servers running version 12.5.2 set the timeout value to zero. When
set to a value greater than zero for this version of Sybase, the APM will hang during backup

operation.
Figure EX-9:
The Configure
window as it P —— F—
appears in a yhase erver Plugin
Linux/UNIX-
based ) ) o
installation of Syhase Installation Directory I:{’Dpt."sybase
the Sybase Syhase SYBASE_OCS |?ocs—12 5
ASE APM - =
Sybase SYBASE_ASE IEASE'1 25
Default accaunt name IEsa
Syhase Severity to hecome a NetVault Error Message 16 ﬂ
Syhase Timeout uses by the Client Library APls s00 ill
l= Ok I CancelJI
SY.2.2.a | Post Configuration (Windows-based O/S ONLY)

In environments in which the Sybase Server is running a Windows-based
operating system, the following additional step must be performed afyter
configuration of the APM in the GUI (i.e., based on the version of Sybase
installed):

Sybase ASE ver. 11.9.2 - Copy the file, “libsybhook.dll” from the “lib” sub-
directory of the NetVault installation directory (e.g., “...\NetVault\lib” to the
same sub-directory of the Sybase installation directory (e.g.,
“..\Sybasel\lib”).

Sybase ASE ver. 12.0 - Copy the file, “libsybhook.dll” from the “lib” sub-
directory of the NetVault installation directory (e.g., “...\NetVault\lib”) to the
“ASE-12_0\lib” sub-directory of the the Sybase installation directory (e.qg.,
“..\Sybase\ASE-12_0\lib").

Sybase ASE ver. 12.5 - Copy the file, “libsybhook.dll” from the “lib” sub-
directory of the NetVault installation directory (e.g., “...\NetVault\lib”) to the
“ASE-12_5\lib” sub-directory of the the Sybase installation directory (e.qg.,
“..\Sybase\ASE-12_5\lib").
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SY.3.0 | Backing Up Data with the Sybase ASE APM

The following section offers basic instructions on performing a backup with the
Sybase ASE APM. This process can be broken down into three basic phases:

m Phase 1: Selecting Data Items for the Backup
m Phase 2: Setting Backup Options
m Phase 3: Finalizing and Submitting the Job
Each of these three phases are covered in the following sub-sections.

Important: Since the Sybase ASE APM is used to back up databases on the Sybase
server, which is constantly running, it will not back up the Sybase database startup
parameters and environmental settings. Therefore, one of the following must take place in
order to back up these necessary files:

m Take the Sybase ASE Database Off-line and Perform a Backup of the Database -
With the database offline, these files will not be active and will be included in a standard
backup of the database.

m In the Event of a Failure of the Sybase ASE Database, Perform a Backup of These

Necessary Files Before Attempting a Recovery of the Database - In this case, the
necessary files can be found in the directory: “.../opt/sybase”.

SY.3.1  Phase 1: Selecting Data Items for the Backup

1. Click on the Backup button in the command toolbar (or choose the Backup
command from the Operations pull-down menu). The NetVault Backup
window will display a list of NetVault Clients that have been successfully
added to the NetVault Server in the Selections tab.

Important: While navigating in the Selections tab of the Backup window, items in the tree
can be opened in one of the following two manners:

m Double-click on the Item’s Name in the List
m Right-click on the Item and Select the Open Command from the Pop-up Menu

Figure EX-10: 2. Open the machine serving as the Sybase Server : .
With the . . . Selections lBackup Dptlons] Schedule] T
to display the list of APMs/Plugins currentl
Sybase SQL h play g y
Server icon installed for use. '], 5vEASE_SERVER
opened, the . . . [ -
entire Sybase 3. Locate Sybase SQL Server item in the list and ,;é
lssrve;i_s open it. The entire Sybase Server will be el
t . . . =]
e o be revealed for inclusion in a backup. If a backup of
selected for the entire Sybase Server is desired, select this 5 Gybase SHL Server
'”C'”Sf;‘c'k“uz item and proceed to Step 6., below. If a more ' W

granular backup is desired (i.e., selecting
individual Sybase databases for inclusion), proceed to the next step.




Figure EX-11:
The Sybase
Login window

Figure EX-12:
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and Password
verified,
individual
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6.
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Open Sybase Server. The Sybase Login window will appear, requiring login
information be input to browse the Sybase Server’s individual database
items. Input these values as described below:

m Account Name: T.h|s field must contain the
account name assigned to the Sybase AccountName: |5
Server during its creation (i.e., the account  passuord: e
name that will allow access to the Sybase

ak | Cancel |

Server for backup/restore of its database
information). The value input as the Default
Account Name in the Configure window will appear here by default.

m Password: Input the password value that corresponds to the account
name input in the previous field.

With successful input of the Account Name and
Password information, the Sybase Server will
be opened to revegl its individual database % SYBASE_SERVER
components, allowing for a more granular level e

of data selection. Select the desired database ) Sybsse SOL Server

. . . . .[Fle SYBASE_SERVER
items for inclusion in a backup.

With the desired data items selected, it is

recommended that a Set be created, using the

Selections Set options at the bottom of the %g 2?233223?003
Selections tab. A Set allows for a selected [ CIE@ tempab
range of data items to be saved into a composite

group that can be accessed for use in future jobs, thereby eliminating the
need to manually select the same items. Set creation is not unique to the
Sybase ASE APM. Please see the NetVault Administrator’s Guide for details
on working with Sets.

Selections | Backup Dptionsl Schedulel T

D@ priztestdata
I ptestdata

Important: In order to perform Incremental and Differential backups with the Sybase
ASE APM, a Selection Set must be created when generating the initial Full backup.

SY.3.2

Phase 2: Setting Backup Options

With the desired items selected for a backup, the Backup Options tab can be
accessed to display the options available here. This tab is comprised of two
sections that allow for the setting of options.

The Sybase Backup Type Frame
The Backup Options Set Options



18 Sybase ASE APM

Figure EX-13:
The option
available in the
Backup
Options tab for
the Sybase
ASE APM

B

Fil= Wiew Accepk Help

] |Eﬁ|| ﬁl (WINetVault

Server Selection INETVAULT_SEHVEH 'l Job Title INo Title

Selections  Backup Options |Schedule| Targetl Advanced Dptionsl

Sypbaze SOL Server Backup Options

Sybaze Backup Type:

& Ful
" Incremental
" Differential

Backup Options Set | Load | Save ASI Delete I = Modity
Logon: default 5:17 4

SY.3.2.a | The Sybase Backup Type Frame

This frame allows you to select the type of backup that will be performed:

Important: Options will only be displayed in this tab for use if data items have been
selected from the Selections tab (i.e., they have been marked with a green check).

m  Full - Performs a complete backup of selected data. This is the equivalent to

the Sybase ISQL command “DUMP DATABASE".

Incremental - Performs a backup of the transaction log for the selected
items. After the backup, these logs are truncated. This is the equivalent to the
Sybase ISQL command “DUMP TRANSACTION WITH
TRUNCATE_ONLY”. For complete details on the use of Incremental
backups, please see the section, Using Incremental Backups on page 20.

Differential - Performs a backup of the transaction log for the selected items.
This is the equivalent to the Sybase ISQL command “DUMP
TRANSACTION". For complete details on the use of Differential backups,
please see the section, Using Differential Backups on page 21.

Important:

1. Before performing an Incremental or Differential backup, a Full backup of the same data
must be performed. In addition, Incremental or Differential backups can be performed
only via a Selection Set of this initial Full backup. Therefore, while performing a Full
backup it is essential to save the selected items into a Selection Set. Please see the
NetVault Administrator’'s Guide for complete details on creating Sets.
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2. For information on the how an Incremental/Differential backup sequence affects the way
restores are performed, see Restoring Incremental and Differential Backups on page 24.

3. An Incremental or Differential backup of a database is only possible when the data and
log are configured to reside on different devices. An error occurs if both data and log reside
on the same device and an Incremental or Differential backup is attempted. This happens
because the NetVault Incremental and Differential backups are equivalent to the Dump
Transaction command of Sybase that backs up the transaction log. Sybase uses the
transaction logs only in the event of disk failure in which case it is essential that this file
exist in a different device.

SY.3.2.b | The Backup Options Set

The lower portion of the Backup Options tab allows for the creation of a Set. A
Set allows you to save the selections made in this tab into a group that can be
used with future jobs, thereby making it unnecessary to manually select options in
this tab. Set creation is not unique to this APM and complete details on this
process can be found in Appendix B: Working with Selection Sets in the NetVault
Administrator’s Guide.

SY.3.3 | Phase 3: Finalizing and Submitting the Job

With desired data items selected and the necessary Backup Options set, follow
the steps below to finalize set up of the backup job and submit it.

1. Setadditional options as appropriate in the Schedule, Target and Advanced
Options. These options are consistent throughout all plugins and APMs in
NetVault. Please see the NetVault Administrator’'s Guide for complete details
on the options available in these tabs.

2. Enter a suitable title for the job in the Job Title box. Itis recommended that a
unigue name be used, including the name of the APM used and the type of
backup performed. This will allow for easy recognition of the job in the other
areas of the NetVault GUI (e.g., when monitoring job progress or logs, or at
restore time).

3. Submit the backup job by clicking the Submit button on the command
toolbar. See the NetVault Administrator’s Guide for information on viewing the
job status, progress and log.
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Other Sybase ASE APM Backup Operations

The following sub-sections offer instrcutions on performing other backup

The following procedure outlines the steps necessary to perform a sequence of

1. Run a Full Backup - This will perform a complete backup of all data selected
in the Selections tab of the Backup window. Save the these selected items
into a Selection Set by clicking on the Save As button in the Backup
Selection Set area of the Selections tab (See the NetVault Administrator’s
Guide for complete details on creating Sets). Follow this by selecting Full
from the Sybase Backup Type frame in the Backup Options tab.

2. Run the Initial Incremental Backup - With the same data items included in
the original Full backup selected from the Selections tab via a saved Backup
Selection Set, launch an Incremental backup by selecting Incremental from
the Sybase Backup Type frame in the Backup Options tab. Only the data
that has changed since the original Full backup will be included in this job.

SY.3.4
operations with this APM.
SY.3.4.a  Using Incremental Backups
Incremental backups.

Figure EX-14: 3. Run Additional Step 1-
An example | tal FULLB eli’ :
Incremental ncrementa ackup

backup Backups (as Step 2:
scenario, with H _ : Incremental
a Full backup required) - With the Backup #1
performed on same data set Step 3

Iday two anld selected as in the Incremental
ncrementals . Backup #2
performed on previous two —

day three and Timeline

backups, launch
day five

— ‘ ‘ ‘
| | |
| | | |
— ! !
| | | |
| | | |
‘ I:I Qal ted
! ! ! ! Data Being
Backed Up
Day 1 Day 2 Day 3 Day 4 Day 5

additional Incremental backups. These backups will create a backup saveset

of only the data that has changed since the most recent backup, regardless
of type (e.g., using the cycle started in the previous two steps, the next

Incremental backup would only include data that is new or changed since the
previous Incremental backup).

4. Restore the Data as Required - Restoring from an Incremental backup
scenario requires that a specific set of steps be followed. Please see the
section, Restoring Incremental and Differential Backups on page 24 for
information on these required steps.

Synopsis - Faster Backup, Slower Restore

Incremental backup scenarios offer the fastest form of backup strategy
because only data that is new or changed since the last backup is included.
However, restoring data from an Incremental backup scenario tends to take a
longer amount of time because each specific backup in the sequence, from the
original Full through to the desired Incremental must be restored in order to
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bring a database back to a specific point in time. For example, the original Full
would need to be recovered first, followed by the individual restore of each
subsequent Incremental, up to the desired point in time.

SY.3.4.b | Using Differential Backups

The following procedure outlines the steps used to perform a Differential backup

scenario.
Figure EX-15: -
Mreampe | 1 Runabull Backup -y gy frmmm 0 0
Differential This will perform a | : : :
t_)ack_up Complete backup of all Differential |:| |
scenario, with data selected in the Backup #1 | | ‘ |
a Full backup . | | | |
performed on Selechon_s tab of the Differential i !
day two and Backup window. Save  Backup#2 i ] ] | [ Selected
Differentials the these selected Bkt
performed on . . . Timeline Day 1 Day 2 Day 3 Day 4 Day 5 Backed Up
day four and items into a Selection
day five

Set by clicking on the Save As button in the Backup Selection Set area of
the Selections tab (Please see the NetVault Administrator’s Guide for
complete details on creating Sets). Follow this by selecting Full from the
Sybase Backup Type frame in the Backup Options tab.

2. Run an Initial Differential Backup - With the same data items used in the
original Full backup selected from the Selections tab (e.g, via a saved
Backup Selection Set), launch a Differential backup (by selecting Differential
from the Sybase Backup Type frame in the Backup Options tab). Only data
that has changed since the original Full backup will be included in this job.

3. Perform Additional Differential Backups (as required) - Each additional
Differential backup performed will continue to include all data that is new or
changed since the original Full backup, including all data included in any
previous Differential backups.

4. Restore the Data as Required - Restoring from a Differential backup
scenario requires that a specific set of steps be followed. Please see the
section, Restoring Incremental and Differential Backups on page 24 for
information on these required steps.

Synopsis - Slower Backup, Faster Restore

Differential backup scenarios offer a slower form of backup strategy because
all data that is new or changed since the original Full backup is included for
each Differential performed in a series. However, restoring data from this
backup scenario is relatively fast, as only the original Full backup and the
Differential performed at the desired point in time need to be recovered. For
example, if a Full backup and a series of three Differentials have been
performed and it is necessary to restore a database to its most recently backed
up state, only the original Full backup, followed by the last Differential would
need to be restored.
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SY.4.0 | Restoring Data with the Sybase ASE APM

This section offers basic instructions on the restore of a Sybase ASE APM
backup. Similar to a backup job with this APM, the resotre process can be broken
down into four basic phases:
Phase 1: Selecting Data Items to be Restored
Phase 2: Setting Restore Options
Phase 3: Finalizing and Submitting the Job
m Phase 4: Post Restore Requirements
The sub-sections that follow cover each of these phases.

SY.4.1 | Phase 1: Selecting Data for the Restore

1. Launch the NetVault GUI and access the Restore window by clicking the
Restore button on the command toolbar or by choosing the Restore
command from the Operations pull-down menu. The NetVault Restore
window will display a list of Clients that have served as successful backup
targets in the Selections tab.

Important:

1. The database must be taken offline before performing an Incremental or Differential
restore. An attempt to perform a restore of this type while the database is online will cause
an error. For more information on Incremental and Differential restores, see the section,
Restoring Incremental and Differential Backups on page 24

2. If restoring a master database, please see the section, Restoring the Master Database on
page 26.
3. While navigating in the Selections tab of the Restore window, items in the tree can be
opened in one of the following two manners:
m Double-click on the Item’s Name in the List
m Right-click on the Item and Select the Open Command from the Pop-up Menu

2. Locate the Sybase Server in the list of Clients and open it. A list of the APMs/
plugins that have been used to backup data from this Client will be revealed.

3. Open the Sybase ASE APM to display a list of backup savesets created with
this APM that are eligible for restore.

4. Open the desired backup saveset to display the Sybase Server(s) that served
as a backup target. An entire Sybase Server item can be selected from this
level of the tree. Selected in this manner, all items included in this particular
backup will be restored. For example, if an entire Sybase Server was backed
up in this backup saveset, all of this data will be restored. Also, if only
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selected databases were included in the backup all of these individually
selected databases will be restored.

Important: Items in the tree below the backup saveset level can only be opened by double-
clicking on them (i.e., no pop-up menu with an Open command is available below this level).

5. If a more granular restore is desired (i.e., not all of the data backed up is to be
restored), open the Sybase Server to reveal the individual database contents.
Select the desired databases for a restore.

SY.4.2 | Phase 2: Setting Restore Options

F e oo, | With the desired data selected for
The options lick the Rest bt /
available in the a reStorea click the Restore File Wiew Accept Help

R Options tab to display the | | |
Optionszlsbt?‘g? ’ e D Eh ﬁl

tho Subase Sybase restore options. This tab
ASEyAPM |s Compnsed of the Logln Server Selection INETVAULT_SEHVEH 'I Job Title Mo Title
Information frame which Selections  Restore Options | Target l:lientl Schedulel Advanced Optian;

contains the following options:

Sybase ASE Restore Options:

m  Account - Input the account Login Informatior:
name for the selected server | aesount =
that has the appropriate
access for restore. By
default, the value input in the | TargetServer  [5vBASE_SERWER
Default Account Name field Backup Typs:  FULL
of the Configure window will
appear in this field.

m Password - The password
value associated with the specified account.

m Target Server - If it is necessary to relocate a restore to a different Sybase
Server instance, input the name of the Sybase Server to which the restore
should be sent. At default, the name of the Sybase Server from which this
backup was initially taken will be displayed in this field. For more details on
the use of this functionality, please see the section, Restoring a Database to a
New Location (Relocation) on page 28.

m Backup Type - This defines the type of backup that was performed for the
selected backup saveset (e.g., FULL, INCREMENTAL or DIFFERENTIAL).

Pazsword: |

Important: The Account Name used for the restore must have a Sybase password set for
it (i.e., a password must have been set up for the account that is to be used and this value
must appear in the Password field of the Restore Options tab). Using an Account Name that
does not have a password set up for it will cause the restore job to fail.
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SY.4.3

SY.4.4

SY.4.5

SY.4.5.a

Phase 3: Finalizing and Submitting the Job

With the desired items selected for the restore and the Restore Options properly
set, follow the steps below to finalize and submit the job.

1. Set options in the Schedule, Target Client and Advanced Options tabs as
appropriate for the job. The options available in these tabs are not unique to
the Sybase ASE APM. Please see the NetVault Administrator’s Guide for
complete details on the options available in these tabs.

2. Enter a suitable title for the job in the Job Title field. As with a backup job, it is
recommended that a suitable name be used to allow for easy recognition of
the job in NetVault (e.qg., if it is necessary to access the job to view its
progress of log entries).

3. Submit the restore job by clicking the Submit button on the command toolbar.
See the NetVault Administrator’s Guide for information on viewing the job
status, progress and log.

Phase 4: Post Restore Requirements

Once a Sybase database has been successfully restored with NetVault, the
following must take place:

m Each Database Restored must be Brought Back Online - Through the use
of the Sybase application software on the target Sybase Server, each
successfully restored database must be brought back online. Please refer to
the relevant Sybase Server software documentation for instructions on
bringing a Sybase database back online.

Other Sybase ASE APM Restore Operations

The following sub-sections offer instructions on performing several other forms of
restore with this APM.

Restoring Incremental and Differential Backups

It is important to understand how Incremental and Differential backups are
performed in order to properly restore either of these types of backup. Therefore it
is recommended that the sections, Using Incremental Backups on page 20 and
Using Differential Backups on page 21 be reviewed prior to attempting a restore of
either type. The sections that follow give a brief outline on the required steps to
successfully restore from both and Incremental and Differential backup.
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Restoring from an Incremental Backup Scenario

Figure EX-17: Restore from :
Last FULL | | L Step 1: Restore
An example an Incremental il B— ey | \ Last Full Backup
. . | | | |
procedure for Backup: Last First Step 2: Restore
an Incremental Full plus all Incremental ‘:’%irsuncrememal
backup Backup Backup
scenario Relevant Last :
- |:I<—-— Step 3: Restore
Ingrgm ent.als Incr%r:‘z:;ﬂ | Last Incremental
Utilizing this Backup
strategy to Timeline DEVA DEV Day 3 Day 4 Day 5
restore a database to a specific point in time, it is first necessary to restore the
original full backup and then each individual Incremental backup in the
order that they were created, up to the desired point in time. The example
figure above, shows what would be required to restore a database to its most
recently backed up state, after the original Full and two subsequent
Incremental backups had been performed.
Important:

1. If Incremental backups are restored in the incorrect order, an error message will appear
stating that the restore sequence is not correct, and the restore will fail. The recovery
procedure will need to be restarted, including the restore of the most recent Full backup.

2. The database must be taken offline before performing an Incremental restore. An attempt
to perform an Incremental restore while the database is online will cause an error.

Figure EX-18:
An example
restore
procedure for
a Differential
backup
scenario

Restoring from a Differential Backup Scenario

R_estore f_rom a Last FULL | |

Differential Backup :‘ < T w Step1:

Backu p: Last | | | | Restore Last

First Differential | Full Backup

FL_JII pIus_Last Backup ‘:y:' \

Differential - \ \ \ \

Utilizing this Last Differential | ' Step2
N Backup ‘ T T I Restore Last

strategy, it is first Differential

necessary to Timeline Day 1 Day 2 Day 3 Day 4 Day 5 Backup

restore the

original full backup and then only the subsequent Differential backup that
was performed at the desired point in time. It is not necessary to restore each
individual Differential backup in the order they were performed, because the
nature of the Differential is to always backup all data that is new or has
changed since the original Full. In the example figure above, it reveals that only
the original Full backup and the most recently performed Differential would
need to be restored in order to bring a database to its most recently backed up
state.
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Important: The database must be taken offline before performing a Differential restore. An
attempt to perform a Differential restore while the database is online will cause an error.

SY.4.5.b | Restoring the Master Database

Sybase requires the database server to be in single-user mode prior to restoring a
master database. To restore a master database, follow these steps:

1. Place the database server in single-user mode. Please review the relevant
Sybase Server documentation for instructions on this procedure.

2. Restore the master database backup following the steps in Restoring Data
with the Sybase ASE APM on page 22 to initiate the restore.

Important: When selecting database items for a restore of this type, it is strongly
recommended that the only item selected is the master database.

3. Once complete, the restore job will be displayed as “Completed with
Warnings” in the NetVault Logs window (as well as the NetVault Job
Management and Status windows). This is due to the fact that when the
Sybase master database is recovered, the Sybase Server will shut down
immediately without notifying NetVault of the completion status. This is
expected behavior and the restore has actually completed successfully.

4. Restart Sybase as required.
SY.4.5.c | Restoring a Non-Existent Database

In order to restore a database to a Sybase Server that currently does not contain
the specified database, follow the instructions below:

1. Re-create the Missing Database - It is first necessary to create a database
on the target Sybase Server that is the same as the one to be restored.
Accomplish this by using the Sybase ASE Software Tools or through
Sybase ISQL. Make sure the device allocations are the same as or larger
than those defined for the original database.

2. Restore the most recent Full backup performed for the database in
question, following the steps in the section, Restoring Incremental and
Differential Backups on page 24.

SY.4.5.d | Renaming a Database for a Restore

It is possible to rename a database item that is to be recovered during a restore.
This functionality is especially useful when it is necessary to restore a previously
backed up database item, without overwriting an existing one of the same name.
Follow the instructions detailed below to accomplish this:



Figure EX-19:
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Figure EX-20:
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. Click the checkbox in this

. Input the desired new

. The window will close and

. Select the renamed database item

. Perform any other standard restore
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. From the Selections tab of the Restore window, open the client machine that

was used to perform the backup (i.e., the Netvault Client configured as the
Sybase Server). Double-click on the Sybase SQL Server icon that appears
in the tree to open it.

. Open the backup saveset (by double-clicking on it) and the Sybase Server

client will be revealed. Double-click on this to open it.

. Individual database items will be revealed for selection. Locate the desired

one and right-click on it to access its associated pop-up menu. Select the
Rename command and the Restore Rename dialog box will appear.

WindOW in Order to Selections | Restore Options I T arget Client I Schedule I Advancs

activate the Rename to Selection Methad IF'Iugin vl
field.

SvYBASE-SERVER
528 Sybase SOL Server

Svbase Test - Full [Saveset 190) 08:53 21 May 2004
|:_|L1:'| SYBASE-SERVER

name in the Rename to
field. Click on OK to
commit the name change.

Close
Search

Renarne

-loix

¥ Rename ta |testdata3

il Caneel |

the item will be displayed
in the Selections tab,
accompanied by its
Rename information (i.e.,
enclosed in parenthesis).

K L. .. R Selections I Restare Dptionsl Target Clientl Schedule | Advance
(i.e., by clicking in its accompanying

checkbox) in order to include it in the Selection Method [Plugin |
restore job.

SYBASE_SERVER

operations as desired (as outlined in
the section, Restoring Data with the
Sybase ASE APM on page 22) and

submit the job. Upon completion of

the job, the renamed item will be restored to its original location, but will be
assigned the new name value.

Important: Although the actual Sybase Server client item can be selected in order to
perform a restore of an entire Sybase Server backup (e.g., the “SYBASE_SERVER” item
revealed in the graphic above), it is not possible to utilize the Rename functionality outlined
here at this level of the selection tree.
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SY.4.5.e | Restoring a Database to a New Location (Relocation)

Restoring a database to a new location allows the user to restore a database with
its original name and configuration, but to a new location.

Important:

1. To properly restore a database to a new location, both machines (the machine that the
original data was backed up from, as well as the machine to which the restore is to be
relocated), must contain the same Sybase Home directory set up (i.e., in regards to
location on the system).

2. In order to successfully relocate a Sybase database to another Sybase Server, the
intended target machine must meet the following NetVault-related requirements:

m NetVault Installed - At least the Client version of NetVault must be installed on the
target machine. Also, the Sybase ASE APM must be installed and licensed for use.

m Added as a Client to the NetVault Server - The new Sybase Server target machine
must be added to the NetVault Server as a NetVault Client. This is all controlled from
the Client Management window of the NetVault GUI. For complete details on this
procedure, please see Chapter 6: The Client Management Window of the NetVault
Administrator’s Guide.

1. On the target Sybase Server, create a database that has the exact same
name and configuration as the original. For details on creating a database
in a Sybase environment, please refer to the relevant Sybase documentation.

2. Perform the initial steps, as described in the section, Restoring Data with the
Sybase ASE APM on page 22 to select the desired database to be restored.

3. Select the Restore Options tab and input the name of desired new Sybase
Server in the Default Target Server field.

4. Inthe Account field, input the account name that corresponds to newly set
Sybase Server (i.e., an account name that will allow access to the installation
of Sybase on the target machine).

5. Input the password value associated with this account in the Password field.

Important:
1. Entries in the Password field are case sensitive.
2. The Account and Password values given must be associated with the new target Sybase

Server for this operation to function properly. Verify that the values input for these two fields
correspond to the desired target Sybase Server.
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6. Selectthe Target Client tab. From the N Netvault Restore
list displayed, select the desired target
Sybase Server. Ensure that the 3
desired Sybase Server is the machine ﬁl
that is selected. Only machines that Server Selection  [NETVALLT_SERVER |
are currently added to the NetVault
Server as clients will appear in this
window. If the desired machine does

not appear, it must be added as a
NetVault Client.

7. Input a suitable name for the job in the Job Title frame and submit the job.

8. In the event that this is a recovery of a Incremental or Differential backup
scenario, the instructions offered in the section, Restoring Incremental and
Differential Backups on page 24 must be used in addition to these
instructions in order to recover each phase of the backup.

Selectionsl Festore Option:  Target Client I Sch

1=
AL svEASE_SERVER_2
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SY.5.0 | Troubleshooting

The following table describes commonly encountered problems and possible

solutions. In those cases where an error occurs and is not described in this table,
view the job log to extract the Sybase error number and then refer to the Sybase
documentation for the resolution.

Symptom
Backup failed

Log Message

Unable to open API library for
device.

Solution

Make sure the “libsybhook”
file has been copied from the
“NetVault\lib” directory to the
appropriate Sybase directory.
See the section, Backing Up
Data with the Sybase ASE APM
on page 16 for more details.

Backup failed
(Linux/UNIX-
based Sybase
Server)

Warning <Date and Time> Data
Plugin AS3SMP Did not receive
message back from libsybhook
before grace time expired

_Or_

Error <Date & Time> Data Plugin
AS3SMP Sybase Message: ‘Error
encountered by Backup Server.
Please refer to Backup Server
messages for details.’

The first time the Sybase ASE
APM is used, NetVault will auto-
matically generate a necessary
symbolic link between the
instance of Sybase and the
NetVault Server (i.e.,
“$SYBASE/ASE-<version #>/
lib/libsybhook.<so/a/s|>" to
“$NV_HOME/lib//libsybhook.
<so/a/sl>). If this error is
revealed, it is an indication that
this symbolic link has been
modified or removed. This link
should be left alone and not
modified. However, it can be re-
established by issuing the fol-
lowing command from a termi-
nal session prompt on the
Sybase Server:

In -s /&It;netvault_homeé&agt;/
lib/libsybhook.<so/sI>
$SYBASE_HOME/ASE-<ver-
sion #>/lib/libsybhook.
<so/sl>
Ensure that the proper version

is used to call out the installa-
tion directory for Sybase (e.qg.,
“12_5" for 12.5) and that the
proper file extension is used for
your O/S (e.g., “.s0"” or “.sl").
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Log Message

... The attempt to connect to the
server failed.

Solution

Make sure the password for the
database server has not been
changed between the time the
backup job was scheduled and
the time the job ran. To resolve
this, redefine the job.
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An incremental
or differential
backup of a
database failed.

Syslogs does not exist in its own
segment in database <database>
with segmap <x> with logical
start page number of ‘0. You can-
not use DUMP TRANSACTION in
this case. Use DUMP DATABASE
instead.

The database device was con-
figured so that the data and logs
reside together and must be
backed up as a unit. See your
Sybase documentation for more
information.

Cannot open the
database server
to display the
databases within
it.

A NetVault Error dialog box
opens with the message: Failed
to get list of databases - check
login information.

Make sure the database server
is online and ensure the correct
password was entered when
prompted in the Selections tab
the NetVault Backup window.

Restore
completed with
warnings

.... The attempt to connect to the
server failed

A password was not specified in
the Restore Options tab of the
Restore window. Enter the cor-
rect password for the account
and resubmit the job.

See the section, Restoring Data
with the Sybase ASE APM on
page 22 for more information.

Restore
“Completed with
Warnings”

... Net-Lib protocol driver call to
connect two endpoints failed.

The selected database server
to be restored was offline.
Ensure that the database server
is online.

See the section, Restoring Data
with the Sybase ASE APM on
page 22 for more information.
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Symptom

Databaserestore
“Completed with
Warnings”

Log Message

Attempt to locate entry in sysda-
tabases for database <name> by
name failed - no entry found
under that name. Make sure that
name is entered properly.

NOTE: When viewing the job log,
in the NetVault Logs window, set
the Filter Options to Information
in order to view the complete
message.

Solution

The selected database for
restore does not exist on the
target Sybase Server. The data-
base must be re-created with
specifications that are the same
as, or greater than the original,
using Sybase ASE native utili-
ties, before attempting the
restore. Please see the relevant
Sybase ASE documentation for
instructions on re-creating a
database.

Incremental
restore
“Completed with
Warnings”

Specified ‘dump device’ is out of
sequence.

An Incremental backup
sequence is being recovered
out of order. Previous Incre-
mental backup(s) must be
recovered first in order before
attempting to recover the
selected Incremental.

See the section, Restoring
Incremental and Differential
Backups on page 24 for more
information on successfully
restoring an Incremental
backup sequence.

Master Database
restore
"Completed with
Warnings"

...Net-Library operation termi-
nated due to disconnect.

or

...The connection has been
marked dead.

or

...There is a usage error. This
routine has been called at an ille-
gal time.

These messages can be
ignored. This is an expected
behavior and the restore has
actually completed successfully.
These messages only state that
the connection between
NetVault Sybase APM and the
Sybase Server was dropped
due to the successful restore of
the Master Database (i.e., any
client connections to the
Sybase Server are still valid).
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