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Cisco GSS 4492R Global Site Selector

The Cisco ® GSS 4492R Global Site Selector is a critical compo nent of any business resilience strategy to optimiz e
multisite deployments that involve globally distrib uted data centers. The Cisco GSS 4492R networking p  roduct
globally load balances distributed data centers, an d is the cornerstone of multisite disaster recovery plans in
deployments of market-leading Cisco content switche s. The Cisco GSS 4492R is the four addition to the  Cisco
Global Site Selector Series

Customers can benefit from the new levels of affanagement and centralized command and contreidad by the Cisco GSS
4492R—whether they are deploying new Cisco contsiitises (such as the Cisco CSS 11500 Series Caftgmices Switch [CSS]
and the Content Switching Module [CSM] for Cisca&lysf® 6500 Series switches), I0OS—SLB, Application ConEabine (ACE),
or have legacy switches in place (such as the @&9 11000 Series and Cisco LocalDirector devices).

Figure 1. Cisco GSS 4492R Global Site Selector

The Cisco GSS 4492R delivers the following captédi

¢ Provides a scalable, dedicated hardware platforrmétustry-leading Cisco content switches to ensMeb-based applications
are always available, by detecting site outagesitercongestion and rerouting content requests

« Improves the global data center selection procgssfbring user-selectable global load-balancirgpethms

o Offloads Domain Name System (DNS) servers by takiver the domain resolution process, and tranghetse requests at
thousands of requests per second

e Scales to support hundreds of data centers orrdeaa balancers (SLBs)

e Complements the existing DNS infrastructure by oy centralized domain management

o Tightly integrates with Cisco SLBs without saciiifig the ability to work in a heterogeneous envirenimof DNS-capable
networking products

The Cisco GSS 4492R allows businesses to depldyabloternet and intranet applications with thefm®ence that Web application
users will be quickly rerouted to a standby dataeeif a primary data center outage or overloatlioe The Cisco GSS 4492R
traffic-management process continuously monitoeddlad and health of the SLBs within each dataerefihis information is

used in conjunction with customer-controlled loadamcing algorithms to enable the Cisco GSS 44925elect a data center that
is available and not overloaded within user-defiedbad conditions—in real time.
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By offloading the DNS server resolution processrfitbaditional DNS servers, the Cisco GSS 4492Rogaimize global site selection,
boost DNS responsiveness, assure data centerlalilaand increase the scalability of Websited alata centers. The Cisco GSS 4492R
is a critical component for enterprises and serpicwiders deploying globally distributed data @sf or installing disaster recovery
systems for Web-based applications.

FEATURES AND BENEFITS
The Cisco GSS 4492R:

e Provides a resilient architecture that is critfoaldisaster recovery and multisite Web applicatieployments
« Offers flexible heterogeneous support for all CiStd3s and DNS-capable networking products

e Provides centralized command and control of the D&8lution process for direct and precise cordfohe global load-balancing
process

e Augments and offloads any DNS Berkeley Internet B@omain (BIND) infrastructure to optimize conteatjuests and delivery
for all types of static and dynamic Web content

e Provides dedicated processing of DNS requestsréater performance and scalability
o Offers site persistence for e-commerce applications

o Offers two unigue network proximity features thatdrage Cisco Systems, Inc. routers and Layer@hieant switches that allows
the Cisco GSS 4492R in real time, to direct contemisumers to the closest data center

e Supports a Web-based GUI and DNS wizard to simpi§§ command and control
CISCO GSS 4492R BUSINESS CONTINUANCE AND GLOBAL SER VICE LOAD-BALANCING DEPLOYMENTS

Cisco GSS 4492R and Market-Leading Cisco Content Sw  itches—The Ultimate Combination for Business-

Resiliency Solutions

The Cisco GSS 4492R, in combination with a localcGicontent switch, is critical for large enterpsignd service providers planning to
deploy highly reliable distributed data centerse Tdisco GSS 4492R selects the best site, basdtedoad and availability information
supplied by the Cisco content switch. This alloles €isco content switch to select the best logaesavithin the data center based on
availability and local load. The Cisco GSS 4492Rifies this network deployment architecture withcentralized command and
control features. An example of the complete cdngrthe fact the Cisco GSS 4492R can gracefukg & Cisco content switch out

of rotation without affecting ongoing operations.

The Cisco GSS 4492R performs two major functiongaasof the global site selection process:

¢ Takes an active role in the DNS infrastructuredorect the client to the SLB that supports the estpd Website

« Continuously monitors the load and availabilitytteése SLBs to select the SLB that is most capdtdamporting the new client
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Figure 2. GSS 4492R Site Selection Process
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In Figure 2, the Cisco GSS 4492R offloads the Welss#lection process from the DNS infrastructutee Tisco GSS 4492R continuously
monitors the load and health of up to 128 SLBsG@Qvirtual IP addresses (VIPs). These SLBs carolxcated, or located at remote and
disparate data centers.

How the Cisco GSS 4492R interacts with the cliarthe Website selection process (see Figure 2jnsrerized in the following
six steps:

Step 1. A client wants to access an application at wwwaisem. The resolver (client) sends a query for weisgo.com to the local
client DNS name server (D-proxy). In this case,@igco Network Registrar is acting as the D-proxy.

Step 2. The local D-proxy does not have an IP address fawwisco.com, so it sends a query to a root names€elhe root name
server can respond to the request in two diffeneyts; the most common way is to send the D-prosgetly to the authoritative
name server for www.cisco.com. Another method eciliterated query,” (shown in Figure2) is when tbet name server sends
the D-proxy to an intermediate name server thateniiie address of the authoritative name serveoQism.
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Step 3. The local D-proxy sends a query to the intermediat@e server, which responds, referring the D-ptoxe authoritative
name server for Cisco.com.

Step 4. When the local D-proxy sends a query to Authortatiame server for Cisco.com it responds with Ehaddresses of the two
GSS 4492Rs which tells the D-proxy to ask the C5&% 4492R for the IP address for www.cisco.com.

Step 5. The local D-proxy sends it final request directlyone of the two GSS 4492Rs. The GSS 4492R is atatiee for the
www.cisco.com subdomain, so it sends the IP addeetbee D-proxy. Before this IP address is sentDkgroxy the GSS 4492R
applies intelligence to its response. Followingexamples of this intelligence, which is not supedhby a generic DNS name
server. The GSS 4492R:

e Will not send an IP address to the D-proxy if tlewide is unavailable.

e Will not send an IP address to the D-proxy if tlewide is overloaded.

¢ Can send the users to the most closet data center.

e Can intelligently manage client traffic flow to dedata center.

¢ Will issue a virtual IP addressot a real IP address of a back-end server.

e Can automatically reroute users to an alternatata denter if the primary data center becomes tilahle

The Cisco GSS 4492R sends the intelligent IP addrethe “best” server load balancer at a spedéi@ center—in this case,
the SLB at Data Center 1.

Step 6. The DNS global load balancing process is comptaeeclient is directed to the SLB at Data Centby the IP
control/forwarding plane.

Breakthrough Concept—DNS Rules

At the core of the Cisco GSS 4492R is the “DNS,fulhich provides centralized command and contfdiaw the Cisco GSS 4492R
globally load balances a given hosted domain, \Whatddresses are sent to the client's name sdbvprdxy), and what recovery
method should be used if the preferred choice avaifable. The Cisco GSS 4492R allows a DNS adniic to control how Web-
based applications are globally load-balanced aarastiple sites and under what condition cliettsudd be directed to a backup site.
This combination is ideal for DNS administratorslgag a centralized tool that gives them completgtol of the DNS resolution
process. The Cisco GSS 4492R provides the featemded by e-businesses looking for a real-timenlessicontinuance solution.

Using the Cisco GSS 4492R GUI, the user definesltimeain that will be globally load-balanced, and g&lude the IP addresses of
specific, client-named servers (D-proxy). This atiathe user to “hard-wire” a single D-proxy or agp of D-proxies to a particular site,
which is useful when the DNS administrator needspiecify a certain set of SLBs to support all tlaéfic coming from a specific Internet
service provider (ISP) D-proxy.

On the same GUI screen, the DNS administrator defishat SLBs should support this domain. The DNSiwidtrator has the option

to assign multiple IP addresses (up to eight) atimhexto-live (TTL) value that will be used by thkent D-proxy. The final configuration
option is the recovery method that is used if trst fmethod fails (in the GUI, these are called ‘BNiles”). Each DNS rule can support
up to three load-balance clauses. These clauseseateo establish the primary load-balancing negthite secondary load-balancing
method, and the tertiary method, which could inedhard-wiring a global “sorry server.”
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The mechanism that is used to extract this loadhadth information is a specially designed keealKAL). The Cisco GSS 4492R
supports the following KALs:

KAL-AP—This KAL was developed specifically to exttdmoth load and availability from the Cisco CSS Q01500 and the
Cisco CSM. When this detailed query is sent to@B& or CSM, these SLBs respond with informatioruélachosted domain
name or hosted virtual IP address of the SLB.

HTTP—AnN HTTP “head request” method to a given origimver sends a request to an origin server arakslier a “200 OK.
If the Cisco GSS 4492R receives a 200 OK, theiréctk traffic to the virtual IP address supportihgt server. The user can
configure the host tag, the remote host IP, andJRE (including a path).

TCP—This KAL is used when global SLB (GSLB) deviteay be something other than a CSS or CSM. Thesd8G&hote
devices include Web servers, LocalDirectors, Waglapplication Protocol (WAP) gateways, and otharices that can be
checked using a TCP KAL. The TCP KAL initiates aPr€nnection to the remote device by performingreg-way handshake.

Internet Control Message Protocol (ICMP)—ICMP isayér 3 “ping” that indicates the status of a detiased on connectivity to
the network. This KAL is used with any device thegponds to a ping request. Pings are sent oncg 4veseconds. If there is no
response, the ping is sent once every 5 seconds,thpee times. If there is still no response,dbeice (virtual IP or real server) is
considered offline.

Name server query—A simple DNS request is senttosh (name or mail server, for example) to recaivesolved domain name
to prove the system is “alive.” In this case, thisec@ GSS 4492R sends an unused domain name, priobiadailure response,
which proves that the DNS server is “alive.” Thasused in conjunction with the name server forwaydeature.

Content routing agent (CRA)—This User Datagram Rmit@UDP)-based KAL is used with the DNS race featthe GSS sends
KAL requests to port 1304 to retrieve round-tripéis between the GSS and agent (CSS or contentegngin

GLOBAL LOAD-BALANCING ALGORITHMS—COMPLETE CONTROL OF SITE SELECTION

The Cisco GSS 4492R supports ten global load-bedgratgorithms and gives administrators full fleitly in selecting the global load-
balancing algorithm that matches their needs:

Ordered list—This user-definable list specifies on@ group of IP addresses (corresponding to aalitP address or the IP
address of a back-end sever) that the Cisco GSZR1d9es to respond to a DNS request for a spelfitain. The Cisco GSS
4492R uses the first address in the list untieitdimes unavailable or overloaded, and then movieetoext address in the list.
This process is repeated for every subsequent ienting list.

Static based on client’'s DNS address—This algorithenvariation of the order list that allows theracistrator to map the IP
address of the client’'s DNS name server to an avialvirtual IP address on a specific content swittis feature is used when
the administrator wants to allocate a specific comity of users to a specific set of SLBs or back-servers.

Round robin—This algorithm cycles through availalhéual IP addresses in order. The round-robin heamethod is useful
when balancing requests among multiple, active de¢ers that are hosting identical content—for ganbetween SLBs at

a primary and “active standby” site that servesiests.

Weighted Round Robin (WRR)—The Cisco GSS 4492R seyitieough the list of virtual IP addresses thateanalable as requests
are received, but sends requests to a favoredaiRuaddress based on a user-assigned weighting.va

Least loaded—The Cisco GSS 4492R can receive |dags/&rom either the CSS or CSM. The Cisco GSS R49nitors these
load values to see if they exceed a thresholdishegsigned by the administrator. If the load isvahthe specified threshold, the
virtual IP on the CSS or CSM is considered offlama unavailable to serve further requests. If dlagl lfalls below the threshold,
the GSS automatically starts sending requeststoittual IP address.

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 5 of 12



e Source address and domain hash—When the Cisco G2R44¢ using this balance method, the IP addretfzeatlient’'s DNS
proxy and the requesting client's domain are usattéate a unique “hash” value that is then “stuokthe virtual IP that is
chosen to serve the DNS query. This means evegythiat user requests that domain, the user wilbgbe virtual IP unless
it is unavailable, and then the user is sent talmnate virtual IP assigned by the administrttoough configuration.

e Global DNS Sticky Data Base — this is an option twat be applied to a global load-balancing algoritihat after the global
load balancing decision has been made and a spdaifa center has been selected, the GSS remetinbdddlS response returned
to a client D-proxy and to later return that samsweer when the client D-proxy makes the same reqlies method can be used
with any networking device that uses the DNS resmiuprocess.

e Network Proximity using Director Response Protq@RP) — the Cisco GSS 4492R uses active probing@terchine the network
distance between a client DNS name server anddBest data center. Based on the collected roupditnes (RTT) the GSS
4492R directs client requests to an available dader with the lowest RTT value.

e DNS race—This algorithm initiates a race of A-recogponses to the client's named server. It caieaelproximity without
probing.

e Drop—This algorithm silently discards requests.

The administrator can configure up to three loalduti@ng clauses per DNS rule. Each clause can &alierent answer group assigned
to it. The multiple load-balancing clauses per DN allow the user to control how the Cisco GSS2R responds if one of the load-
balancing methods fails. Using the multiple claysesDNS rule allows the network engineering diaffreate a solution that ensures
that a client always gets directed to the propéa danter, based on the client’s unique requiresnent

For example, the preferred global load-balance atethay be WRR as defined in the first load-balagciiause. If that method fails
because of the loss of a local SLB or back-endesethie Cisco GSS 4492R tries the second methoih@tance, ordered list as defined
in the second load-balance clause). If that ftils,Cisco GSS 4492R tries the third method, whiely bre a static entry to a global “sorry
server.” Users can customize the clauses basedahisvmost advantageous to their own environmamdsglobal load-balancing
objectives.

GLOBAL DNS STICKY DATA BASE—ESSENTIAL FOR E-COMMERCE

The Cisco GSS 4492R provides unique capabilitiasdptimize e-business. The Cisco GSS 4492R enseiiable transactions with a
“sticky” DNS feature that guarantees site persisteensuring “sticky” connections between usersappldications during secure and
nonsecure portions of the transaction. With gldieB sticky enabled, each GSS device in the netwbakes answers with the other
GSS devices in the network, operating as a fullynected peer-to-peer mesh. Each GSS device indékh stores the requests and
responses from client D-proxies in its own locdhtlase, as well as shares this information wittother GSS devices in the network.

When used with a Cisco content switch, these stickynections can eliminate dropped shopping cadsaiow e-businesses to prioritize
users and transactions, thereby providing premienvice for high-priority customers.

NETWORK PROXIMITY USING DIRECTOR RESPONSE PROTOCOL (DRP)—PROXIMITY PROBING USING EXISTING
CISCO ROUTERS

This new global load balancing method leverageexisting technology that resides in Cisco routarsing 10S version 12.1 or higher.
The Cisco GSS 4492R responds to DNS requests éthPt address of the most proximate resource (@isotent switches and Content
Engines, or any types of server that use the DN8luon process) relative to the requesting cl2NS name server. In this context,
proximity refers to the distance or delay in tewhsetwork topology, not geographical distanceweein the requesting client’s client
DNS name server and the globally load balancedureso

To determine the most proximate resource, the G&86 4492R communicates with a probing agent, @0(3S-based router, located
in each data center to gather round-trip time (Rf&jric information measured between the requestiegt's DNS name server and
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the data center. The DRP protocol was first intoedlion Cisco’s DistributedDirector and is now aafalié on the Cisco GSS 4492R.
Each Cisco GSS 4492R within the GSS network dire@at requests to an available resource witHahest measured RTT value.

Figure 3. Network Proximity using Cisco Routers
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For more detail information on DRP reference thistevpaper:
http://www.cisco.com/en/US/products/hw/contnetw/A3@®roducts_white_paper09186a0080091elc.shtml

DNS RACE—PROXIMITY WITHOUT PROBING

The Cisco GSS 4492R supports the DNS race methpobgimity. This feature allows for proximity to laehieved without probing

the client name server (D-proxy). It is based @maple concept—that instantaneous proximity camobed if a device within each data
center sends an A-record (IP address), at the szam time, to the client’'s named server. Which@vezcord is received first is the most
proximate.

The DNS race method of DNS resolution is initiabgydhe Cisco GSS 4492R and is designed to loadhbalap to 20 sites. For the Cisco
GSS 4492R to initiate a race, it needs to establistpieces of information per CRA:

e The delay between the Cisco GSS 4492R and eatie @RAs in each data center. With this data, tlsedCGSS 4492R
computes how much time to delay the race from éath center so that each CRA will start the raceibaneously.

e The “aliveness” of the CRAs. With this data, theddi GSS 4492R knows not to forward a request taC&és that are not
responding. The Cisco GSS 4492R gathers this irgtiom by sending KAL messages at predeterminedvial® This data,
along with the IP addresses of the CRA, is useddaest the start of the race. When the Cisco G93R receives a DNS
request, a race request is sent to each CRA adet@rmined time and the race is initiated fronhetsta center. The first
A-record received by the client’'s D-proxy is themér and is the most proximate. The DNS race metinatthe Cisco GSS
4492R is what a DNS administrator wants as a wagdace the time involved in the DNS resolutiongess.
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NAME SERVER FORWARDING

Name server forwarding plays a vital role in pronglincreased flexibility for the Cisco GSS 4492Ris feature is used when errors

in the DNS infrastructure send a request for a dottreat cannot be processed by the Cisco GSS 44BRCisco GSS 4492R does not
drop the request; instead, it forwards the reqgigeatdesignated name server capable of resporalithg request. The response of that
name server is passed through the Cisco GSS 449#Rifsit appears to have come from the GSS. Télsshto ensure that any critical
DNS request will be processed and not lost.

The Cisco GSS 4492R can forward the requests estingr round robin or the order list load-balanainethod. As the Cisco GSS 4492R
processes the DNS requests, it can use one dfdldeblalancing methods to distribute these forwagiiests. A user can employ this
feature to globally load balance e-mail servers fitlowing global load-balance methods can be wgdidthe name server forwarding
feature—WRR, ordered list, and hashing. If the CIE&S5 4492R receives a request for an MX (mail)ncalthough the Cisco GSS
4492R cannot respond directly, it can forward #uest to one of many DNS name servers deploydtianterprise or service provider
network.

SCALABILITY

Highly scalable, the Cisco GSS 4492R meets the desanding environments. Table 1 lists supportrimétion for the Cisco GSS
4492R.

Table 1. Cisco GSS 4492R Performance and Scalability Metrics

DNS requests per second Up to 20,000

DNS rules 4000

Name server forwarding requests per second or DNSr  aces per second 1500

Active SLBs 256

Hosted domains (maximum 1000 per SLB), 128 characte  rs maximum 2000

per domain

Hosted domain lists (500 members maximum per list) 250

Virtual IP addresses (no more than 500 with active ICMP keepalive) 2000 (4000 shared)

Name server addresses for name server forwarding 100

(30 maximum per answer group)

CRA devices (20 maximum per race and answer group) 200

Source IP addresses configurable for DNS rules 500

Source address lists (30 members maximum per list) 60

Answer groups (100 members maximum per group) 500

KALs Limits 150 fast, 500 standard per KAL types
KAL Type Standard Fast
TCP 1500 150
HTTP-Head 500 100
ICMP 750 150
KAL-AP 128 40

MANAGE THROUGH SIMPLE GUI AND CLI

For configuration and control, administrators hav@isco 108 Software-like command-line interface (CLI) andiatuitive, embedded
GUI. The CLI and the GUI is used for the configioatof all global load-balancing parameters ansligported directly by the Cisco
GSS 4492R. In addition, the GSS 4492R supportitpereand import of the configuration files thatgroves the GSS’s day-to-day
manageability. Users have a choice of using edhezxpert mode on the GUI or a wizard to configqliglobal load-balancing
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parameters at a single, centralized location. @ondition parameters are shared with up to eightd3&SS 4492R selectors in a

single deployment. The CLI is accessed throughéfein Secure Shell (SSH) Protocol; the GUI is asegdhrough Secure Sockets
Layer (SSL). Network managers can restrict congel®, Simple Network Management Protocol (SNMP)n&g and Web management
access.

Monitoring the status of the Cisco GSS 4492R caddree using a GUI, SNMP, CLI, and log files. Thiaimation that can be accessed
from the different methods includes:

e Displaying of configuration, software informatidmardware information, system resources, user irdtion, and current logins

e Booting configuration

e Configuring IP interfaces, IP routes, and host name

e The ability to see the operation status (activefina) of locally configured resources, with filieg by domain name or other
parameters (GUI only)

Multiple User Roles Enforced by Terminal Access Con  troller Access Control System (TACACS+) Protocol
The GSS supports TACACS+ Authentication, Authof@aiand Accounting (AAA) security services, perudée GSS offers a unique
combination of custom GUI user views and TACACSfoesement. This way the GSS administrator can afdifferent “Virtual” view
of the GSS with complete control of what other asmm see or configure. The following defitusgr Privilege Rolesthat can be
assigned to each potential GSS user:

e Administrator—Full Access to the GUI and CLI

e Operator—Can only activate and suspend resourcd#®eoBSS, their view can be restricted. Example per&or can manage
the host name www.foo.com but cannot see or acmediyuration parameters for host name www.123.c¢binis same restriction
could apply to the Operator assigned to support vii@@.com and they cannot see or access confignrpiitameters for host
name www.foo.com.

e Observer—The observer has read-only privileges toitmiostatistics. Their view can also be restridteel same as the Operator.

Configuration State and File Management
e Show running configuration for all CLI-configuregtions

e Show startup configuration

e Archive and restore running configuration

e Archive and restore startup configuration

e Display archived configuration

e Copy running configuration to disk, FTP, or Trivile Transfer Protocol (TFTP) server
e Clear running configuration

e Create startup configuration, including from tediter

e Copy startup-configuration to running-configuration

Logging
e Show logs, including real-time log

e Archive and restore log files
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CISCO GSS 4492R FEATURES—QUICK LOOK

Table 2 gives features of the Cisco GSS 4492R.

Table 2. Cisco GSS 4492R Features

Ports

Two 10/100/1000 Fast Ethernet

DNS requests per second

Up to 20,000

Devices supported

CSSs—Load and availability

CSMs—Load and availability

ACE—Load and availability

Cisco I0S SLB—Load and availability

Cisco LocalDirector—Availability using HTTP head or TCP KAL
DNS name servers—Auvailability using name server request KAL
Origin servers—Availability using HTTP head or TCP KAL
Content engines—Availability using ICMP ping or TCP KAL
CRAs—Availability using CRA KAL

Network management

Console port—CLI
Access to system through Telnet
Secure copy (SCP) or FTP

GUI—Secure HTTP (HTTPS) for Internet Explorer and Netscape Navigator

Network management MIBs

Read-only monitoring of network and device status, including RFC 1213

(MIB-Il) and RFC 1514 (HOST-RESOURCES-MIB)

ORDERING INFORMATION

The Cisco GSS 4492R supports only AC power; thexaa options. Orderable part numbers are giverabile 3.

Table 3. Part Numbers for Cisco GSS 4492R

Product Number

Description

Cisco GSS 4492R-K9

Global Site Selector

SF-GSS-V1.2-K9

Global Site Selector Software

ENVIRONMENTAL SPECIFICATIONS

Table 4 gives specifications of the Cisco GSS 4492R

Table 4. Specifications of Cisco GSS 4492R

Specification

Description

Rack units

One rack unit

Network management

Serial port

Ports Two 10/100/1000 Fast Ethernet autosensing, one console port
Storage ® One 80-GB hard drive

® Software image SF-GSS-V1.3-K9

® 2 GB RAM; Pentium CPU
Power Integrated AC power (autosensing 110V/60 Hz)
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Specification

Description

Mechanical and Environmental

Dimensions (H x W x D)

1.67 x 16.9 x 20 in. (42.4 x 429 x 508 mm)

Weight

28 Ib (12.7 kg)

Operational temperature

50 to 95°F (10 to 35°C)

Storage temperature

—40 to 140°F (—40 to 60°C)

Relative humidity

80 percent, nonoperational

Certification

® Safety UL 60950

® CAS —C22.2 No. 60950

® EN60950

® EMC FCC Part 15 Class A

® |CES-003 Class A

® EN55022 Class B with STP cables
EN50082-1

VCCI Class 1
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